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“Information is knowledge and knowledge is power”



Motivation – Cyber Security Threats (2015)

Source: BSI 2015

Number of Windows Malwares Number of Software Vulnerabilities
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Motivation – Breach of Confidentiality & Authenticity 
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Source: http://money.cnn.com/2016/05/19/technology/linkedin-hack/



Motivation – Breach of Confidentiality
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Source:http://www.spiegel.de/wirtschaft/panama-kanzlei-mossack-fonseca-bestaetigt-wir-wurden-gehackt-a-1085258.html



Motivation – Breach of Availability & Confidentiality 
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Source:http://www.reuters.com/article/us-germany-cybersecurity-idUSKCN0Q51PQ20150731



Motivation – Breach of Confidentiality/Authenticity & Integrity
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Source:http://www.bbc.com/news/technology-32115292



Motivation – Breach of Confidentiality 
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Source:http://www.dw.com/en/hackers-break-into-lufthansa-customer-database/a-18374698



Motivation – German Act „IT-Sicherheitsgesetz“
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Information Security

We have to protect information of any kind and origin.

How?
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• ISO 27001 - "Information Technology –

Security Techniques – Information Security 

Management Systems Requirements 

Specification„

• the first international standard for management of 

information security that also allows certification

• provides general recommendations among the 

introduction, operation, and improvement of a 

documented information security management 

system that also takes the risks into account

• ISO 27002 - "Information technology – Code 

of practice for information security 

management“

• defines a framework for information security 

management

• establish a functioning security management 

system and anchor it in the organization

• ISO 27005 - "Information security risk 

management„

• contains general recommendations for risk 

management for information security

• It supports implementation of the requirements 

from ISO/IEC 27001

Information Security Standards (1)
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Source: BSI-Standard-100-1



• ISO 27006 - "Information technology - Security 

techniques - Requirements for the 

accreditation of bodies providing certification of 

information security management systems" 

• specifies requirements for the accrediting of 

certification bodies for ISMS and also handles 

• specific details of the ISMS certification process.

• ISO 17799 - "Information Technology – Code 

of Practice for Information Security 

Management“

• necessary steps  for developing a fully-

functioning IT security management and for 

integrating this securely in the organization

• recommendations relate to the management level

• ISO 13335 - "Management of Information and 

Communications Technology Security" 

(formerly "Guidelines on the Management of IT 

Security")

• is a general guide for initiating and implementing 

the IT security management process.

• Concepts and models for information and 

communications technology security 

management

• Techniques for information security risk 

management 

• Management guidance on network security

Information Security Standards (3)
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Source: BSI-Standard-100-1



• COBIT (Control Objectives for Information and 

related Technology)

• describes a method for controlling the risks 

arising from the use of IT to support business-

related processes

• documents are issued by the IT Governance 

Institute (ITGI)

• authors ideas are based on the existing 

standards for security management such as ISO 

27002

• ITIL (IT Infrastructure Library)

• is a collection of several books on the subject of 

IT service management

• developed by the United Kingdom’s Office of 

Government Commerce (OGC)

• Goal: optimize and improve the quality and cost-

effectiveness of IT services

Information Security Standards (4)
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Source: BSI-Standard-100-1



Information Security Standards (5) 

Source: BSI-Standard-100-1
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• BSI-Standard 100-1 Information security 

management systems (ISMS)

• defines the general requirements of an ISMS

• Is fully compatible with the ISO 27001

• BSI-Standard-100-2 IT-Grundschutz

Methodology

• explains in a step-by-step fashion how an 

management system for information security can 

be developed and operated in practice

• BSI-Standard-100-3 Risk analysis on the basis 

of IT-Grundschutz

• a methodology for risk analysis on the basis of IT-

Grundschutz

• BSI-Standard-100-4-Emergency Management

• explains a method for establishing and 

maintaining an agency-wide or company-wide 

emergency management system.

• IT-Grundschutz Catalogues

• have a modular structure and contain modules for 

typical processes, applications and IT 

components

• recommending information security measures for 

each subject, 

• they describe the most important threats from 

which an institution should protect itself against 

Information Security Standards (6) 
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• Definition 1: “An ISMS is a systematic 

approach to managing sensitive company 

information so that it remains secure. It 

includes people, processes and IT systems by 

applying a risk management process.” [Source: ISO 

27001]

• Definition 2: “The ISMS specifies the 

instruments and methods that the 

management should use to clearly manage 

(plan, adopt, implement, supervise and 

improve) the tasks and activities aimed at 

achieving information security. “

• Aims of an ISMS 

• establish an effective appropriate level of 

information security

• Complying with laws (e.g. “IT-Sicherheitsgesetz” 

in, BDSG in Germany) , legal provisions, 

ordinances and contractual obligations (e.g. 

Company Policies)

• Most used protection objectives in an ISMS

• Confidentiality

• Integrity

• Availability (and Authenticity)

• ISMS Process: PDCA (Plan, Do, Check and 

Act)

Information Security Management System (ISMS)
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ISMS Process – Plan, Do, Check and Act (PDCA)

• Plan

• Define the ISMS guidelines, objectives, 

processes and procedures

• Do

• Implement and execute the ISMS guidelines, 

objectives, processes and procedures

• Check

• Asses the ISMS at the guidelines, objectives and 

check results

• Act

• Take corrective actions based on the check 

results

Plan

DoCheck

Act
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• The ISO 27000 family of standards helps 

organizations keep information assets secure

• Using the ISO 27000 family of standards will 

help organizations to manage the security of 

assets such as financial information, 

intellectual property, employee details or 

entrusted information entrusted

• ISO/IEC 27001 is the best-known standard in 

the family providing requirements for an 

information security management system 

(ISMS)

• Certification to ISO/IEC 27001 is possible but 

not obligatory. For some industries, certification 

is a legal or contractual requirement

• ISO/IEC 27001:2013 was published on 25th 

September 2013

• requirements for establishing, implementing, 

maintaining and continually improving an 

information security management system

ISO/IEC 27001 – Information Security Management
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Source: http://www.iso.org/iso/home/standards/management-standards/iso27001.htm



1. Scope of the standard

2. How the document is referenced

3. Reuse of the terms and definitions in ISO/IEC 

27000

4. Organizational context and stakeholders

5. Information security leadership and high-level 

support for policy

6. Planning an information security management 

system; risk assessment; risk treatment

7. Supporting an information security 

management system

8. Making an information security management 

system operational

9. Reviewing the system's performance

10.Corrective action

• Annex A: List of controls and their objectives.

ISO/IEC 27001 – 27001:2013 Structure
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ISO/IEC 27001 – Minimum Documentation Requirements (1)

Section ISO 27001:2013 Mandatory Documents

4.3 The scope of the ISMS

5.2 Information security policy

6.1.2 Information security risk assessment process

6.1.3 Information security risk treatment process

6.1.3 d) The Statement of Applicability

6.2 Information security objectives

7.2 d) Evidence of competence

7.5.1 b) Documented information determined by the organisation as being necessary for the 

effectiveness of the ISMS

8.1 Operational planning and control

8.2 Results of the information security risk assessment

8.3 Results of the information security risk treatment

9.1 Evidence of the monitoring and measurement of results

9.2 A documented internal audit process

9.2 g) Evidence of the audit programmes and the audit results
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ISO/IEC 27001 – Minimum Documentation Requirements (2)

Sections ISO 27001:2013 Mandatory Documents

9.3 Evidence of the results of management reviews

10.1 f) Evidence of the nature of the non-conformities and any subsequent actions taken

10.1 g) Evidence of the results of any corrective actions taken

Annex A) *
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Source: http://security.stackexchange.com/questions/58810/iso-27001-procedures-templates-for-isms-at-small-companies
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Source: http://www.iso27001security.com/ISO27k_Model_policy_on_information_classification.pdf
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ISO/IEC 27001 – Statement of Applicability (Example)

Source: http://www.iso27001security.com/ISO27k_SOA_2013_in_3_languages.xlsx
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ISO/IEC 27001 – Risk Register (Example)

Source: http://www.iso27001security.com/ISO27k_Risk_Register_v2.xlsm
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ISO/IEC 27001 – ISMS (ISO 27001:2013) Implementing

External/Internal Issues Interested Parties

Continual Improvement Scope & Policy

ISMS Planning

Risk Assessment

Risk Treatment

ISMS Objectives

ISMS Support

Operation

Analysis, Evaluation & 

Audits

ISMS Performance & 

Opportunities

Management Review

Annex A (Security Controls)
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ISO/IEC 27001 – ISMS - Plan

External/Internal Issues Interested Parties

Continual Improvement Scope & Policy

ISMS Planning

Risk Assessment

Risk Treatment

ISMS Objectives

ISMS Support

Operation

Analysis, Evaluation & 

Audits

ISMS Performance & 

Opportunities

Management Review

Annex A (Security Controls)
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ISO/IEC 27001 – ISMS - Do

External/Internal Issues Interested Parties

Continual Improvement Scope & Policy

ISMS Planning

Risk Assessment

Risk Treatment

ISMS Objectives

ISMS Support

Operation

Analysis, Evaluation & 

Audits

ISMS Performance & 

Opportunities

Management Review

Annex A (Security Controls)
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ISO/IEC 27001 – ISMS - Check

External/Internal Issues Interested Parties

Continual Improvement Scope & Policy

ISMS Planning

Risk Assessment

Risk Treatment

ISMS Objectives

ISMS Support

Operation

Analysis, Evaluation & 

Audits

ISMS Performance & 

Opportunities

Management Review

Annex A (Security Controls)
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ISO/IEC 27001 – ISMS - Act

External/Internal Issues Interested Parties

Continual Improvement Scope & Policy

ISMS Planning

Risk Assessment

Risk Treatment

ISMS Objectives

ISMS Support

Operation

Analysis, Evaluation & 

Audits

ISMS Performance & 

Opportunities

Management Review

Annex A (Security Controls)
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• ISO 19011 provides guidance on auditing 

management systems

• Aspects of an Audit

• Scope: e.g. HR-, Development-, Sales-

Departments, geographic locations etc. 

• Criteria: e.g. ISO2700x, Company Internal 

Regulations/Policies etc. 

• Objectives: Certifications, Compliance with 

internal regulations, Improvements in Processes

• Types of Audits

• First party  – Intern

• Second Party – Customer or Provider

• Third Party  – Certification or Independent

• Audit Evidences

• Documented Information

• Observations

• Interview

Auditing an ISMS
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• ISMS is approach for providing security of 

company sensitive information

• Need for an ISMS because of critical IT-

Security Situation and Compliance (see e.g. 

German Act “IT-Sicherheitsgesetz”) 

• The most important ISMS Objectives: 

Confidentiality, Integrity and  Availability (CIA) 

• Information Security Standards: ISO 2700x 

Series, ISO 13335, ISO 17799, COBIT, ITIL

• ISMS Process (Plan, Do, Check and Act)

Summary
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Questions?
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Thank you very much for your Attention!
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„Nichts in dieser Welt ist sicher, außer dem Tod und den Steuern.“

(Benjamin Franklin)



• http://www.iso.org/iso/home/standards/manage

ment-standards/iso27001.htm

• https://www.bmi.bund.de/SharedDocs/Downloa

ds/DE/Gesetzestexte/it-

sicherheitsgesetz.pdf?__blob=publicationFile

• https://www.bsi.bund.de/SharedDocs/Downloa

ds/EN/BSI/Publications/BSIStandards/standar

d_100-

1_e_pdf.pdf;jsessionid=A7649BB8D1210C17D

DEEEF9722F4B57D.2_cid368?__blob=publica

tionFile&v=1

• https://www.bsi.bund.de/SharedDocs/Downloa

ds/EN/BSI/Publications/Securitysituation/IT-

Security-Situation-in-Germany-

2015.pdf?__blob=publicationFile&v=2

• http://www.iso.org/iso/catalogue_detail?csnum

ber=50675

• http://www.iso27001security.com/html/toolkit.ht

ml

References
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