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business Initial Situation
Perry Barlow: “The internet is the B e T
most liberating tool for humanity Would Like To Use Your
ever ir|1|vented, and also the bhest f%r Current Location
surveillance. It's not one or the other. [E————
It's both.” (Ball 2012) OK S

Privacy protection by law (see for example European Union
with the General Data Protection Regulation GDPR)

AND / OR
enabling individuals to make informed decisions and use
appropriate tools

—> Privacy-enhancing technologies (PETs) as a means to

Source
Date Accessed 25.01.2016

accomplish individual protection

picture: Mark Pernice for NYTimes. URL: http://www.nytimes.com/2012/01/29/opinion/sunday/in-the-gps-case-issues-of-privacy-and-technology.html? _r=0,



http://www.nytimes.com/2012/01/29/opinion/sunday/in-the-gps-case-issues-of-privacy-and-technology.html%3F_r=0

mobile N\ 1. Introduction
busingss Definition and Motivation (I)

= PETs are “coherent system of ICT measures that protects privacy [...] by
eliminating or reducing personal data or by preventing unnecessary and/or
undesired processing of personal data; all without losing the functionality of
the data system” (Borking and Raab 2001)

= Not only primary goals from a user point of view, but also secondary goals
(Cranor and Garfinkel 2008)

= PETs integrated into existing services (e.g. Privacy ABCs) vs. “standalone”
PETSs like Tor or JonDonym with multiple use scenarios = focus on the
latter

= PETs are not well accepted among individuals

= Results of general experiments on WTP for privacy indicate that users do
not want to pay for privacy (e.g. Beresford et al. 2012, Grossklags and
Acquisti 2007)
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= PETs have specific characteristics:

1. immediate results of use not visible (a

“good” PET should not change user
experience) = in contrast to other systems

2. technical functioning quite complex (layman
users will / cannot evaluate the services and

their reliability)

—->Which aspects influence your use intention?

—->Would you pay for it?
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1. Introduction
Goals

. Technology Acceptance Factors (TAF):

quantitative analysis with known acceptance factors

for this kind of PET

integration of new relevant constructs for PETSs,

perceived anonymity and trust

augment quantitative insights with qualitative insights

I1. Willingness to pay (WTP):
= analyze tariff preferences and donation behaviors of

active users of PETs

= analyze possible factors which influence the

willingness to pay (WTP) for PETs
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Research Question 1:

Does perceived anonymity
influence the behavioral intention
to usea PET?

Research Question 2:
Does trust in the PET influences the behavioral
/ntention to use It?

—>Technology acceptance model as theoretical
underlying (Davis 1985, 1989)
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= Constructs adapted from existing literature:
technology acceptance factors (Venkatesh and Davis 2000, Venkatesh et al.
2012), trust (Pavlou 2003) and perceived anonymity (Benenson et al. 2015)

= German and English-speaking users of JonDonym and Tor acquired via
survey ad during the rollout of a new browser and on the official homepage
and the Tor mailing list (+ diverse other channels to reach Tor users)

= Online survey installed on university server and managed with LimeSurvey
(version 2.63.1) (Schmitz 2015)

= Constructs translated into German with two certified translators
= Active users (N=141 for JonDonym + 124 for Tor)

= Partial least squares structural equation modelling (PLS-SEM) with SmartPLS
3.2.7 (Ringle et al. 2015)
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Trust in
PET

Perceived Hia (+)

Anon}@

Hs5 (+)

Actual Use
Behavior

Behavioral
Intention

Perceived
Usefulness

Perceived
Ease of Use
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- Hypothesis

Hla Perceived anonymity achieved by using PETs has a positive effect on trust in PETSs.

Hlb  Perceived anonymity achieved by using PETs has a positive effect on the perceived
usefulness of PETs to protect the user's privacy.

= Main impact of PETs (anonymity / privacy protection) is not
immediately tangible for the user
- The perception with regard to anonymity matters

= Perceived anonymity influences trust in the service, because of the
natural importance of this concept for PETs

= Creating anonymity is the main purpose of the service
- if this is perceived to be high, the perception w.r.t. to
the usefulness should increase
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- Hypothesis

H2a  Trust in PETs has a positive effect on the behavioral intention to use the technology.

H2b  Trust in PETs has a positive effect on the perceived usefulness of PETs to protect the
user's privacy.

H2c  Trust in PETs has a positive effect on the perceived ease of use of PETs.

= Trust in the service enables positive attitudes and and therefore
influences the intention to the PET

= User has to trust the service in order to perceive it as useful
- if a user does not trust the PET in providing anonymity, the
usefulness w.r.t. this primary goal will not be given

= Trust decreases the need to understand every detail of the technology
(Chircu et al. 2000)
- especially relevant for the case of PETs with their high level of
complexity
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Measurement Model Assessment | Structural Model Assessment

Internal consistency reliability v Collinearity v

Convergent validity v Significance and Relevance of Model
Relationships (see next slide) v

Discriminant validity v/ Predictive Relevance Q% v

Common Method Bias v

= Assessments indicate valid and reliable results
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Trust in
PETs
R?=43.3%

Perceived
Anonymity

Actual Use
Behavior
R2=15.8%

Behavioral
Intention
R2=47.7%

Perceived
Usefulness
R2=58.4%

0.398%*¥*

Perceived
Ease of Use
R2=15.7%

***p < 0.001; **p < 0.01; *p < 0.05.
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= Coding of participants’ answers to open questions
1. Do you have any concerns about using JonDonym / Tor?

2. Under which circumstances would you choose one of the
premium tariffs? (JonDonym)

3. Which additional features would you like to have at your

current tariff? (JonDonym)
Which additional features would you like to have for Tor?

4. Why would you recommend JonDonym / Tor?

5. Why would you not recommend JonDonym / Tor?
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2. Study I - TAF
Qualitative Results

Concepts Subconcepts Common to both PETs Specific Subconcepts for Tor | Specific Subconcepts for JD
PET design Feature Requests (Tor.1, Jon.1) | Malicious exit nodes (Tor.2) | Location of mix cascades (Jon.2)
Compatibility Accessibility of websites
Statements (Tor.3, Jon.3)
about Usability Documentation (Tor.4, Jon.4)
Technical Ease of use (Tor.5, Jon.5)
Issues Missing knowledge to use it cor-
rectly (Tor.6,Jon.6)
Performance Latency (Tor.7, Jon.7, Jon.8)
Anonymity Concerns about deanonymiza- Size of the user base (Jon.11)
tion (Tor.8, Jon.9)
Reason of use (Tor.9, Jon.10)
Beliefs and | Consequences | Fear of investigations Beliefs about social effects
Percep- (Tor.10, Tor.11, Jon.12) (Tor.13, Tor.14)
tions Trust Trust in the community | Trust in technology (Jon.13)
(Tor.12)
Substitute Best available tool Tor as reference technology
technologies (Tor.15, Jon.14) (Jon.3, Jon.8, Jon.11)
Costs Lower costs, other pricing schemes
Statements (Jon.15)
about Payment Easy, anonymous payment options
Economical | methods (Jon.15)
Issues Use cases Circumvent Censorship | Willingness to pay in certain scenarios
(Tor.16) (Jon.16, Jon.17)
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Research Question 1:

What are preferred tariff v
options of active users of /\/f
a commercial PET? \

——— \—

Research Question 2:
Which factors influence the willingness to pay
for PETs?
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= Constructs adapted from existing literature: Trust, privacy victim experience
2Ma|hotra 2004? trust in the service (Paviou 2003) and risk propensity
Donthu and Gilliland 1996)

= German and English-speaking users of Tor acquired via multiple sources
(mailing lists, forums, Twitter, personal announcements at workshops)

=  Constructs translated into German with two certified translators

= Online survey installed on university server and managed with LimeSurvey
(version 2.63.1) (Schmitz 2015)

= Active users (Tor: N=124; JonDonym: N=141)
= Descriptive part with preferred tariffs of JonDonym users

= Logit regression model (binary dependent variable)
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H1: Risk propensity (RP) has a positive effect on the likelihood of
paying or donating for PETSs.

H2: The more frequent users felt that they were a victim of an
improper breach of their privacy, the more likely they are to pay or
donate for PETSs.

H3: The more users trust online companies with handling their
personal data, the less likely they are to pay or donate for PETSs.

H4: The more users trust the PET, the more likely they are to pay or
donate for it.

H5: The likelihood of JonDonym users to pay for a premium tariff
decreases, if they are aware of Tor (we do not expect a similar effect

for Tor users).

WTP/WTDL - ﬁo + ﬁlRPi -+ ﬁzVICl + ﬁ3TRUSTl + ﬁ4TRUSTpET’l' -+ ﬂsTOR/]Dl -+ gi
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Table 1. Tariff and donation statistics of JonDonym and Tor users

JonDonym Tor
Tariff option N=141 | Tariff option N=124
Free of charge option 85 No donation 93
Volume-M (1500 MB / 12 months 10€) 28 Donation 31
Volume-L (5000 MB / 24 months 30€) 19 Min. donation 0.00
Flat-M (monthly 2GB / 6 months / 50€) 5 Median donation 100.00
Flat-L (monthly 5GB / 6 months / 100€) 4 Mean donation 301.40
Volume-S (650 MB / 6 months 5€) 0 Max. donation 4500.00

19




mobile N\

preference

busm_e_ss_

3. Study II - WTP
Tariff Preferences (I)

— TRN1: 100 GB/month, 12
months, 100€ (total)

— TRN2: 100 GB/month, 3
. | months, 30€ (total)
4 —T 1 T — | | — TRN3: 100 GB/month, 12
months, 10€ per month
S — TRN4: 40 GB/month, 3

months, 5€ per month

TRN1I TRN2 TRN3 | TRN4 | TRN5
tariff

E3 free users EJ premium users

— TRN5: 200 GB/month, 12
months, 15€ per month
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preference

¢ — TP1: Ten times higher data
‘ ‘ volume at the same price

— TP2: Price halved, same
. data volume

anonymity level

‘ — TP3: Price halved, lower

G
'
o

O
TP1 TP2 TP3
Structures

E3 free users B3 premium users
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Table 3. Results of the Logistic Regression Model

WTP for JonDonym WTD for Tor Difference

Coef. avg. marg. Coef. avg. marg. avg. marg.
effects effects effects
(Intercept) -0.0376 -0.0081 6.1455%**  -0.9768 0.9687
RP -0.4967**  -0.1067 -0.1492 -0.0237 -0.083
VIC -0.0397 -0.0085 0.3352**  0.0533 -0.0618
TRUST -0.0868 -0.0187 -0.1222 -0.0194 0.0007
TRUSTper | 0.5661%**  0.1217 0.7835***  (0.1245 -0.0028
TOR/JD -0.5792 -0.1245 0.488 0.0776 -0.2021

*p <0.05, ** p<0.01, *** p < 0.001

= WTP for JonDonym influenced by Trustyp (+)
and (surprisingly) by risk propensity (-)

= WTP for Tor influenced by prior privacy victim experiences (+)
and Trusty,(+)

22
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Hypotheses Confirm / Reject

H1: Risk Propensity positively influences the WTP  Not confirmed

H2: Prior privacy victim experiences positively Confirmed for Tor (V)
influence the WTP Not confirmed for JD

H3: Trust Beliefs in online companies negatively = Not confirmed
influence the WTP

H4: Trust in the PET positively influences the WTP Confirmed v

H5: Awareness of JD users about Tor negatively  Not confirmed
influences their WTP for JD
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= Past research on PETs mainly technical

- successful implementation and adoption requires a profound
understanding of the perceptions and behaviors of actual and non-
users

1. Basic acceptance factors hold for PETs, too

2. Perceived anonymity and trust increase the explained variance in Bl by
approx. 11 percentage points

> est?jbllishing PETs in the market requires a sustainable revenue
mode

1. Tariff preferences of JD users differ between users with the free tariff and
the ones already paying for JD - convert free users with cheapest tariff

2. Trust in the PETs is the major driver for WTP
- Reputation is key
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= Privacy Paradox & Privacy Calculus

= Two different paradigms/assumptions if you think about the
irpfportance people attribute to privacy and the resulting cognitive
erfort

= PP: low effort, people do not care
PC: high effort, deliberate trade-off process that requires people to
gg?ggstand costs (privacy risks) as well as benefits (Dinev et al.

- Researcher has to consider the assumption underlying the research

- Causal relationships can only be seen in this Aigh-effort/deliberate
thinking paradigm if you do not control for biasing factors
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Thank you for your attention!
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