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“Human-computer interaction is a discipline concerned with the
design, evaluation and implementation of interactive computing
systems for human use and with the study of major phenomena

surrounding them.”
[Hewett et al. 1992]

“Human-computer interaction is the scientific study of the
interaction between people, computers, and the work

environment.”
[BeardPeterson1988]
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Level 3: Broader Environment
Organizational

Social System

------------------------------------------------------------------- Technical

' Level 2: Immediate Environment Syt

Work

Based on: [Preece et al. 1994] 4 E
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Usability is the “extent to which a product can be
used by specified users to achieve specified goals
with effectiveness, efficiency and satisfaction in
a specified context of use.”

Source: [IS09241] 5 E
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= effectiveness: Accuracy and completeness with which users
achieve specified goals.

= efficiency: Resources expended in relation to the accuracy and
completeness with which users achieve goals.

= satisfaction: Freedom from discomfort, and positive attitudes
towards the use of the product.

= context of use: Users, tasks, equipment (hardware, software and
materials), and the physical and social environments in which a
product is used.

= user: Person who interacts with the product.
= goal: Intended outcome.
= task: Activities required to achieve a goal.

= product: Part of the equipment (hardware, software and
materials) for which usability is to be specified or evaluated.
Source: [1S09241]
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Usability Framework
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Usability: extent to which goals are achieved
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Usability measures

Source: [ISO9241] 7 E
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The interaction between users and mobile devices is
multidimensional.

= Text entry

= Speech input

= Menu navigation
= MultiTouch

= Earcons

= Metaphors

Source: [Love2005] 9 E
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Possible interaction via text entry:
= Keyboard entry
Touch screen
- Recognition of handwriting
- Palm-Graffiti
- Virtual keyboard
- Swype
Tegic T9
Octave

i
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= Text entry via classic keyboard solution.
= For higher mobility, keyboards become foldable and virtual.

Source: www.palm.com

Source: iBIZ Technology Corp

> Adaptation of a traditional text entry concept

i
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Graffiti Alphabet (« ) Heavy dot indicates starting point

= Handwriting recognition
software

= Artificial script, based on
upper-case Characters Punctuation Shift = tap once (Write — to exil a shift mode.)

= (Can be drawn blindly with a
stylus on a touch-sensitive
panel

Punctuation Shift = tap once  (Wrile * 1o exit a shiit mode.)

Extended Shift =

Accented Characters

Source: Palm, Inc.
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= Virtual keyboard on the
screen

Hello World!|

= Can be used with a stylus
or with fingers

B I U|E|®xE|E:E=FF

qwertiuiop
alsidlflglndilklil,
yixjiciviblnjmi.| €

CAPS
shift ABCT9 SPACE .23 ¢

Source: HTC, Inc.
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= Swype is an input method for touch
screens developed by Swype Inc.

= Available on Samsung, HTC, and also on
Android and Symbian.

= Three major components: An input path
analyzer, word search engine with
corresponding database, and a
manufacturer customizable interface.

= Available in >40 languages.

Text Entry - Swype

Source: http://swypeinc.com/

J
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= T9 (7ext on 9 keys) is a predictive text
technology developed by Tegic h O W

Communications.
1 2 abc 3 def
= Widely used by: LG, Samsung, Nokia, :
Siemens, Sony Ericsson, Sanyo 7‘4 ghi| Hikl | 6mno
= Uses a dictionary of words, which is -

used to look up all the possible words, ear| | Qv | | Jwxyz
corresponding to the sequence of keys  sust one key press per letter

pressed. T
= Available in 27 languages Source: www.t9.com

i
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= Text can be entered via key navigation

Mobile Interaction Styles
Text Entry - Octave

atmo-sphere
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= Speech input relies on speech recognition . o e
technologies used by the mobile | - _
application’ N May 19 remind me

» Speaker-dependent B
Recognition technologies “learns” izt
from a set of sample words spoken by 1 Q) seursey
the user (system training). SR

= Speaker-independent
Pre-defined vocabulary that has been
set up by a large number of speech
samples.

Source: [Love2005] 17 E
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Mobile phone applications
usually have a hierarchically
structured navigation menu
providing a list of menu choices.

Menu hierarchies are often not
self-explanatory (switching costs
for users).

Long menu lists can overload the
users’ short-term memory.

Mobile Interaction Styles

Menu Navigation

connect your memory card to a
computer

You can use a cable connection to access your
phone's memory card with a PC.

Note: \When your phone is connected to a
computer, you can only access the memory
card through the computer.

On your phone:

Disconnect the cable from your phone, if it is
connected, then press <@ > ¥ Settings

> Comnection > USB Settings > Default Connection
> Memory Card.

memory card.

Source: Motorola
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= |nput by using gestures

= Up to three (or more) fingers
simultaneously

Source: Wikipedia |
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= Earcons are abstract musical tones that produce sound messages to
represent parts of an interface.

= Event-driven:
* |[ncoming text messages
= Alarm clock

= Menus augmented with earcons can support user navigation.

Source: [Blattner et al. 1989] 20 E
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Mobile Interaction Styles

Metaphors

= Interface metaphors work by applying prior knowledge from a
familiar to a new domain.

= Goal: Reducing people’s perception of the complexity of the

device used.
[Love2005]

Mobile Desktop Metaphors
¥ Messaging |

a—

{7 | Contacts 7 Weh

} Log [="]| Calendar
A Gallery =1 IM
[6) Camera <) Themes

RealPlayer 1= | Presence

Source: Nokia

i
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Main activities of effective interaction design

Understanding users
(Capabilities and limitations)

Developing prototype designs
(Demonstration of proposed interaction design)

Evaluation
(Identification of strengths and weaknesses of a design)

Source: [JonesMarsden2006] 23 E
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= For an effective interaction design, it is necessary to understand
potential users of a system.

= Possible methodologies

= Field studies (observe and probe a particular group in situations of
interest)

= Laboratory experiments (observe and probe a particular group within a
controlled environment)

= Direct questionnaire (e.g. to validate impressions and interpretations
from the field)

Source: [JonesMarsden2006] 25 E
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= The user group needs to have a significant impact on the design
process.

= User-centered service design can significantly affect the user’s
perception of mobile devices and services.

= Examples of user characteristics:
= Spatial ability:
dealing with spatial relations and visualization of spatial tasks

= Verbal ability:
comprehend spoken or written words

= Working memory:
limited capacity of short-term memory

* Previous experience:
user’s experience with an actual interface used

Source: [JonesMarsden2006] 26 E
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= HCI-Prototypes are built in order to express a design idea as

quickly as possible.

3 ,5; atachment

Poe

Low-fidelity

One can differentiate how closely a prototype resembles the
appearance of the final product.

E L =, attachment

769

285

‘o

4.25

Options Back

2 73 hin.|

High-fidelity

Source: [JonesMarsden2006] 28 E
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T o_\atachment

.

Ogfions Bac!

Low-fidelity

The prototype uses materials different to those in the final
incarnation.

= Check for inconsistency

= Give a common specification for the design team
= Afford reflection

= Check interaction scenarios

i
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T o atachment
. i Basic Layouts
Dspéj pe/au/zéc

Options
Lome Text Mo
[ . & e o

1cbe o cotels (&~

/(2)({.' Olof/on: B’ﬁo/é -

X Expano( Text £ i
Fcpand (omteat 1 (O

Detoch [T
”ﬁ“ﬂ“ a ad

ﬁ‘oose Co//?( Gion "’7
[Z<<llz> v} L’?’,"’,-/Z



http://wiley.com/go/mobile

mobile N\
business

T o_\atachment

.

Ogtions  Back

Self-Checking

Building a low-fidelity prototype for testing the feasibility of

Mobile Interaction Design
Low-Fidelity Prototype Designs |2

ideas
Example: o 3300 | [Foldec . 1 G@PS (4238 £93]
O Av3.200% Street | -1
' 2P \
g Av3.200 g | | Gty -
s | 453.2@.
2M 4.0x @ lF&‘;t‘ !%CV‘QN“ ‘OKI !Eav\(_e|
2 4
Take pictures Choose a picture Get location via

GPS or manual input

Source: [JonesMarsden2006] 31 E
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)

©_\atachment

l i Interaction prototyping

== Blilding a low-fidelity prototyp |
someone will interact with the @@¥ice

Example:
_ . % 1 |
1. Phonebook 2.1 New Messaged {f 4.1 Personalize
2. Messages 2.2 Inbox 4.2 Ring Styles
3. Tools 2.3 Voicemail 4.3 Headset
4. Configuration 2.4 Outbox 4.4 Network

| B

Source: [JonesMarsden2006] 32 E
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= New tools massively simplify low-fidelity prototyping

= For example: Pop by Marvel’
- sketches can be turned into an interactive iOS or
Android prototype

Exemplary use of app: http://vondesign.com/category/drawing

33
Thttps://marvelapp.com/pop/ E
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.| attachment

High-fidelity

21 73 ofin |
Options Back

= The results of a low-fidelity prototyping process comprise
a list of features that should be tested with
representatives of the target group.

= High-fidelity prototype designs provide the functionality
to evaluate critical tasks and functionalities that should
be supported by the final product.

= Therefore, most critical features must be identified to be
included in the prototype design.

J
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.| attachment

PC-based prototype designs...

21 73 oin |
Options Back

... can be developed by using standard programming
environments (e.g. Visual Studio) and software emulators

Pie OR vew Pt BAS Debug Ots Pavat Dok Wode  teb
Sl d-dMd A0D o } v o ey
Lo llTetuitaabinn st i La
T - ¥ x Foom Loy [Dewgn] WX SN Eaphew - AL SRt . - 3
Owwitr Comtrod.. y -
Prtm L W
X 2 chtm Semartyboresepi st -
Al T St pharne Mg ot bn
T Testten e g
- e / bty
F Owote Poand o
-l Mo |
VJ Farwi
A | o e
B v ‘
A Treevies
o0 1o Title of courtesy:
o viodte
Lo R U tithe of conrtess
. Repente 1 Sary good brye
W) magct 2 Sary welcome
 Cosnvel ‘ "
N Aot bello TR ton Cgrer 5 Oes Ve
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69

Platform-specific prototype designs

21 73 oin |
Options Back

... can provide a proof-of-concept and can be used for
evaluations

Bitte verbinden See das
- GPS-Gerat, damit che
28.11.2004 12:55:33 2 &5 Lokalisierung durchgefhrt
z werden kann!

B 02.12.2004 20:43:25

B 02.12.2004 20:4%15

Take pictures Choose a picture Get location via GPS or manual input

Source: [Fritsch et al. 2005] 36 E
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Type
Low-fidelity

High-fidelity

Mobile Interaction Design

Advantages

Less time

Lower costs

Evaluate multiple concepts
Useful for communication
Address screen layout issues

Partial functionality
Interactive
User-driven

Clearly defined navigation
scheme

Use for exploration and test
Marketing tool

Key Issues in HCI Prototyping

Disadvantages

Little use for usability test
Navigation and flow limitation
Facilitator driven

Poor detail in specification

Creation time-consuming

Inefficient for proof-of-
concept

Blinds users for major
representational flaws

Users may think prototype is
‘real’

Source: [JonesMarsden2006] 37 E
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Why evaluation?

= Understanding how users will use the design in the real world,
= Comparing different prototype designs,

= Assessing whether the product to be developed meets usability
requirements, and

= Ensuring that the product conforms to industry standards.

Source: [Love2005] 39 E
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The evaluation of HCI prototype designs can be based on different
methodologies addressing different aspects, e.g.:

= Direct observation
Interviews
Questionnaires
Experiments

Mobile Interaction Design

Evaluation |2

Source: [JonesMarsden2006] 40 E
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Direct observation

Observe or video users how they use the HCI design in order to check,
for e.g. the:

= intuitive and correct usage of the design by the users,
= ability of users to manage pre-defined tasks.

= Conducted by: End-Users

= Equipment: Interactive prototype
= Results: Qualitative

= Where: Controlled setting

Source: [JonesMarsden2006] 41 E
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Interviews

= Often made in conjunction with observations
= Provision of direct feedback from the users
= QObserved problems can be addressed

= Conducted by: End-Users

= Equipment: Interactive prototype
= Results: Qualitative

= Where: Controlled setting

Source: [JonesMarsden2006] 42 E
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Questionnaires

= Tool for gathering users’ opinions
= Tool for comparing different designs by using quality scales
= Example: | was able to enter text easily

Disagree [1] [2] [3] [4] [5] Agree

= Conducted by: End-Users

= Equipment: Interactive prototype &
Questionnaire

= Results: Qualitative & Quantitative
= Where: Controlled setting

Source: [JonesMarsden2006] 43 E
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Experiments

= Usually hypothesis-based

(e.g. Navigation within application A is quicker than within
application B.)

= Results provide insight on how much ‘better’ a certain design is

= Conducted by: End-Users

= Equipment: Interactive prototype
= Results: Qualitative

= Where: Controlled setting

Source: [JonesMarsden2006] 44 E
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Design shortcomings of products can have different reasons, such

as.

= A lack of user-based evaluation during the designh process,

= Perceived financial costs of better design,

= An overemphasis on technology over purpose.

Mobile Interaction Design
Evaluation |7

Source: [Love2005] 45 E
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v" Enhance privacy transparency and privacy
awareness in app markets.

v Foster informed choice of apps. ‘
v Integrate more effective privacy risk
indicators into app markets. /

v" Develop and evaluate proof of concept for (»' OOSIC p I ay
Google‘s Play Store.

[BalRannenberg 2014, Bal et al. 2015]
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[ e

- Google Play

1. Search results enhanced with [ Tscreiame - Tiy i i
e )
: 2.2.0.0.¢
privacy score.
Z*  TaschenLampe LED HD Privatsphire
\ %
2.2.0 0.0
a Die hellste LED Taschenlampe Privatsphare
*x
2.8.0.0.0 ¢
Ejs rightest Taschenlampe :::atsph'are
2.8.2.0.0 ¢
'(7‘ Taschenlampe LED Flashlight ::i;é::'r:fire
2.2.0.0 ¢

N . !
48E
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2. App description enhanced with

visual privacy information.

Privacy Indicators

AEME- Y > |

ﬂ Google Play

WhatsApp Messenger
WhatsApp Inc.

* kKK 2 636.522 3. April 2013
100.000.000 - 500.000.000 9,7MByte

Are Was kann die App tber dich herausfinden?
S @O®
\’/TOP-ENTWICKLER

BESCHREIBUNG
* % % Mit neuer und verbesserter Benutzeroberflache
* %k

WhatsApp Messenger ist ein Smartphone-Messenger und
fiir Android, BlackBerry, iPhone, Windows Phone und Nokia
Telefone verfligbar. WhatsApp verwendet dein 3G oder WLAN
(wenn verftigbar), damit du mit Freunden und Familie
Nachrichten senden kannst. Steige von SMS auf WhatsApp
um, um Nachrlchten Bllder Sprach und Vldeo Nachrlchten
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AEME- Y |

ﬂ Google Play

WhatsApp Messenger

WhatsApp Inc.

and fee
Maglichkeit 3/5 Jahre Service mit Rabatt zu kaufen
Support fiir Vietnamesisch

Viele Bugfixes und Verbesserung der Zuverlassigkeit
Version 2.9.1547

Fix flir kann keine Nachricht senden, wenn weniger als 7
Tage Service verbleibend

ERFAHRUNGSBERICHTE

102658

4.6 2 Sterne 39953
*kkkd  [3Sterne || 131996
2.636.522 4 Sterne 384896
5 Sterne 1977019

Geschlecht

3. App description enhanced with

2. 8.8 & 0 gt [mehr..]
textual privacy information. rueag
A
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= Result of an experimental user study:
better privacy risk communication

leads to:

= jncreased privacy and risk
awareness,

Privacy Enhanced App Store

= better comprehension of risks,

= better comparison of apps,

= privacy as a stronger decision

factor,

= safer app choices.

Conclusion

M [ -
Google Play
BN Taschenlampe - Tiny Flashlight Privatsphre
k9
1 2.2 8.8
7P TaschenLampe LED HD Privatsphare
, P %%
—
1 2.2 8.0
Die hellste LED Taschenlampe Privatsphére
Yok
1.2.2 9.8 1
"‘ Brightest Taschenlampe ::atsphére
od
Yok ok kk
'f Taschenlampe LED Flashlight Privatsphére
Yok kk
Fkhkd
-
pg) ) !

i
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business Problem Description

o Lack of user-friendly transparency tools, esp. with respect
to data processing practices of service providers.
o " Users are often unaware of the information they are
sharing, unaware of how it can be used by data collectors
or third parties, ...uncertain about their own
preferences....” (Acquisti et al., 2015)

o Lengthy privacy settings (wilson et al., 2016)
o Generic (often) designed for max data sharing

o (Un)intended sharing of privacy sensitive information (PSI)
and lack of tools to detect and inform users (tesfay et al.,2016)
o Discrimination based on PSI disclosure e.g. in hiring
ProCeSSES (Acquisti, A., & Fong, C., 2019; Neumark, 2012)

[Tesfay 2019] 52 E
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Simplified Schematic View

N : . .
@ Privacy policy Default privacy

PSI detection and

benchmarking settings prediction a categorization
Privacy policy Privacy Textual data
corpus setting DB (Twitter)
Aspect prediction A 4 o .
engine Predicator reprocessing
l generator l
Risk prediction .
s : v PSI detection
engine
l Privacy setting l
prediction engine
Privacy risk L
indicator PSI categorization
recommend
settings
Study | - RO1 Study Il - RO2 v Study Il - RO3
inform user alert user

[Tesfay 2019] 53



Privacy Policy Benchmarking -
ml:g)LIJDSIII’e]e\SS PrivacyGuide
Text

Architecture
processing

Privacy

policy URL | policy content Privacy aspect

- extractor - pred|ct|0n
englne

’ :??53;;*-,, Privacy risk
_ i } _ prediction
engine
Summarized @@
policy
presentation

[Tesfay 2019] 54 E
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| Read bul Don? Agree: Privacy Policy Benchmarking wsing Machine Lecming ané e
wGon

' (&

"y '.— = “‘) —

PrivacyGuide

Data collection:

B

Please insert the link of the privacy policy

you want to check: 3

lhttp://www.uniIeverprivacypolil

Data retention:

C

Start processing!

—

Task: Execution time: 1208 ms

Account deletion:

A

Protection of children:

Data aggregation:

PrivacyGuide

Policy analysis: PrivacyGuide results

* @8

Third-Party sharing Data security:

A & A

Control of data: Privacy settings:

Policy changes: Privacy breach notice:

Predicted Class: A

Please hover over the icons for further ¢ Description: Individual notification in case of policy changes

[Tesfay et al. 2018]

Original paragraph:
“we will give you reasonable notice of any material change”
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Questionnaire, Architecture, Results

o 5 utilization purposes and 16 data types
o P3P — platform for Privacy Protection
o 10000 users
1. Generate a question set Pr|vacy settlng
2. Make a user answer the questions.
3. Generate predicted settings from the
answers.
4. Recommend the predicted settings.
Predicator
generator
: 1. 1
2. questions
User 3. answers ANSWers 2. | Question Predicator
4. recommend set
3 3n
4.
o SVM based Prediction Scheme
o Given 5 answers, predict for the rest 75 Predicted Privacy setting
privacy setting questions setting 3. prediction engine
(3 Accuracy 85%

J [Tesfay 2019] 56 E
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i

I

- — I

[ "ML model 1 [ Privacy sensitive ]—» Ps| i
Y ificati data

Binary classification Non-privacy sensitive] !

i

I

l 1

()

ML model 2

(@)

: : a a a

Multiclass classification

Ci4
PSI
categories

Pre-processing

Machine learning system

1 if tweet is privacy sensitive
(0 :{ privacy

0 otherwise,

where F'is the prediction function we want to learn.
[Tesfay 2019] 57 E
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Model I — PSI Detection

ROC Curves for different Classifiers

0.8

0.6

True Positive Rate

0.4

0.2

— Logistic Regression (AUC = 0.89)
Naive Bayes (AUC = 0.90)
—— Decision Tree Classifier (AUC = 0.88

— Random Forest Classifier (AUC = 0.95)

— Support Vector Machine (AUC = 0.91)

L T

0.2

0.4 0.6 0.8
False Positive Rate

1.0

[Tesfay 2019]

58
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business (A3) — Introduction

Responsible for Analysing Risk

monitoring apps potential communication
behaviour privacy risks to users

[Hatamian2017] 59 E
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481%811:19

List of suspicious apps
Q, Search Here

AccuWeather

2 permissions used
Always On Display
1 permission used

) Android system
o9 o
4 permissions used

.

Autofill with Samsung Pass
1 permission used

778 BadgeProvider
20 1 permission used

Contacts Storage
3 permissions used

Device maintenance
1 permission used
DQA

xf 1 permission used

Facebook
5 permissions used

Game Optimizing Service
1 permission used

2 permissions used
#~ Google
J

2 permissions used

Google Play services
4 permissions used

(S -2 - i - i i i -

~ ]

N

Android App Behaviour Analyser

7] ¥

List of suspicious apps
Q, Search Here
AccuWeather
2 permissions used
Always On Display
1 permission used

Android system
‘O) 4 permissions used
-

REPORT
9x Access to coarse location information.
4x Access to fine location information.
1x Allows an application to access notifications

1x Allows an application to read the user's
contacts data

Autofill with Samsung Pass
1 permission used
8 BadgeProvider

_;’a‘ 1 permission used

Contacts Storage
3 permissions used

Device maintenance
1 permission used
DQA

N permission used

n Facebook

~ ]

N

481%811:20

> B

>B>>>B>P>OOODO

A3

B2 .481%B11:21

Scan Options

Scan Duration Default (.. ¥

Scan Interval 5Seconds ~

Delete Older Scans Default (.. ™

Wifi only

Networking, only when connected
to a Wifi network

L
ul
ar

3 2.0 69% Ml 16:03

Report

Access to coarse location information.
14:38:55

No anomalous access at that time
Access to coarse location information.
14:39:18

No anomalous access at that time
Access to coarse location information.
14:40:33

No anomalous access at that time
Access to coarse location information.
14:41:40

No anomalous access at that time
Access to coarse location information.
14:42:48

No anomalous access at that time
Access to coarse location information.
14:44:11

No anomalous access at that time
Access to coarse location information.
14:48:49

No anomalous access at that time
Access to coarse location information.
14:55:02

No anomalous access at that time
Access to coarse location information.
17:56:26

You can give an explanation to why you want to
report these resources:

Enter your explanation here

User Interfaces

CANCEL

= ]

REPORT

0

[Hatamian2017] 60
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[Bal et al. 2015¥Gb’khan Bal, Kai Rannenberg, Jason Hong: Styx: Privacy risk communication for the Android
smartphone platform based on apps' data-access behavior patterns; Pp. 187-202 in Computers and Security, Volume 53,
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