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hand significant analysis results. Very extensively pseudonymized audit records
provide no significant analysis results. Analysis problems will especially be caused
if action, date/time (, access rights) and action status are pseudonymised. That is
shown with the following example interpretation of a pseudonymous audit record.

A certain user acted on his own account (pseudonyms for audit ID and real user
ID are identical) and refered somewhere (host), sometime (date, time), somehow
(action, status) an own file (subject ID’s and object owner ID are identical).

Our examinations have shown, that an effective pseudonymisation of audit
records should cover:

® All concrete user ID’s;
® Location ID’s;
® Conditionally subdirectories and objects.

3.5 Technological Requirements

The analysis of pseudonymous audit data requires the ability to link the pseudonyms
(to each other) that represent identical user identifying data. This is necessary
to trace the actions back to the initiating user. Possible technologies for the
pseudonymisation are pseudonym databases, secret key or public key encryption.
To minimize performance losses and especially to support real time intrusion
detection and audit analysis, a fast technology for pseudonymisation is required.

3.6 First Example Realisations

The IDA Approach

The IDA (Intrusion Detection and Avoidance) system concept couples a reference
monitor with a kernel integrated intrusion detection component. Before the ref-
erence monitor is performing a kernel request, it sends the corresponding audit
record, which is pseudonymized by encryption of the subject ﬁelds§7 to the intru-
sion detection component for further analysis (see Figure 2).

If a subject acting under a certain pseudonym has initiated a suspicious action,
the decision module sends a negative response to the reference monitor. Only kernel
requests that pass the reference monitor and the intrusion detection component,
will be performed by the reference monitor. The IDA prototype was realised as
model implementation. The analysis module was tested for known DOS viruses
using audit data that were generated on an MSDOS machine, see [Bru*91].

IDA can react in real time without manual interactions and reidentification of a
suspicious subject by the security administrator. In the prototype implementation,
only the subject ID of the audit records are replaced by pseudonyms. For the IDA
concept it was also planned to pseudonymize also subject identifying data in the
object fields as well as parameters that are unique for certain users (e.g. terminal
ID’s). To approach the problem of unwanted reidentification it was planned that
pseudonyms for subjects should at least be replaced in certain time intervals.

$T0 realise the 4-eyes principle, the key for decryption could be split into two halves, which are
given to the security administrator and to the data protection officer.

referencq
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analysis modul L
audit data
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: monitor
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* intrusion detected decision —— audit
* detection suspicious modul data file
. component actions

Figure 2 Architecture of the IDA system

The AID Approach

AID (Adaptive Intrusion Detection system) is a distributed intrusion detection
system that monitors a local area network in real time. The system is based on
a client-server architecture consisting of a central monitoring station and several
agents on the monitored hosts. The central station hosts a manager and an expert
system (see Figure 3).

The agents take the audit data that were collected by the local audit functions
and convert them into an operating system independent data format. Then the data
are transferred to the central monitoring station using secure RPC and analysed
by an RTworks based real time expert system. The security officer can access the
monitoring capabilities via a graphical user interface. In addition security reports
are created. AID has been successfully tested in a Solaris 2.x network environment
[So™96].

To provide a privacy enhanced audit based monitoring the audit data from the
underlaying operating system are kernel internal pseudonymized before they are
stored in the local audit data files. The pseudonyms are created by a secret key
encryption. The audit functions of all monitored hosts use the same key that is
changed from time to time. Only if security violations are detected, e.g. if an
audit record and relevant context consitions match with (a part of) a certain at-
tack signature, the user identifiers and other user identifying data (cf. 3.4) of the
corresponding pseudonymized audit records are automatically reidentified respec-
tively depseudonymized to enable countermeasures in time. That is required to
support real time monitoring. In addition all depseudonymisations of audit records
are logged. The implementation of this functionality in Solaris 2.4 and in AID is
under way. The usage of public key encryption for pseudonymization is also exami-
ned.
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Figure 3 Architecture of the AID system

4 PSEUDONYMOUS AUDIT AND IT SECURITY
EVALUATION

For over a decade now independent (“3rd Party”) evaluation of the security pro-
perties of IT products and systems is considered as a relevant instrument to raise
the level of IT security. The main idea behind this evaluation is, that users and
procurs can place more trust into evaluation results or certificates of independent
evaluators than into declarations just stated by producers or vendors.

A basic element for the evaluation results and the evaluation process is the criteria
used. Therefore this chapter gives a short analysis whether the rather innovative
security concept of pseudonymous audit is covered by the criteria in a way leading
to meaningful evaluation results.

4.1 Evaluation Criteria and Privacy Enhancing Security

Most criteria differentiate the security properties of a Target of Evaluation (TOE;
i.e. the IT product or system under evaluation) into functionality and assurance
aspects. Functionality aspects describe what a TOE can do regarding I'T security,
e.g. audit, privacy protection or information flow control. Assurance aspects focus
on how and to which extent the TOE has been evaluated, e.g whether just black
box testing or a real code verification have been done. Consequently pseudonymous
audit should be covered by the functionality part of criteria.

Early criteria are the US “Trusted Computer System Evaluation Criteria”
[US.DODS85], the European “Information Technology Security Evaluation Crite-
ria” [CEC91] and “The Canadian Trusted Computer Product Evaluation Criteria”
(CTCPEC) [CDN_SSC93]. A former analysis [Ra94] showed, that none of these
criteria really covers user and privacy friendly functionality, as their focus is biased
on the protection of system owners instead of users or usees.

Despite its shortcomings the CTCPEC’s structure of functional criteria was ex-
tendable to cover user and privacy friendly functionality. This was one reason, why
it formed the basis for the functionality part of the “Evaluation Criteria for IT
Security” currently drafted by Working Group 3 “Security Evaluation Criteria” of
ISO/IEC JTC1/SC27. The last version of this approach can be found in the winter
1995/96 draft of the ISO-ECITS part 2 [ISO/IEC95]. Its coverage of pseudonymous
audit is discussed in 4.3.

In parallel to the work in ISO/IEC, seven government IT security organisa-
tions (eg. the US National Security Agency and the German Information Security
Agency) from six transatlantic countries (CDN, D, F, NL, UK, USA) started to
develop an own set of criteria, the so-called “Common Criteria” (CC), whose draft
version 1.0 [CCEB96] has been published in January 1996. The CC aimed to cover
all the previous national and regional criteria. In April 1996 the CC replaced the
previous working drafts in ISO/TEC JTC1/SC27/WG3, although they had caught
hard criticism for their size, their structure and the fact, that they did not cover
all the functionality from the previous drafts.

4.2 The Common Criteria and Pseudonymous Audit

According to the CC, the TOE IT security functional requirements (and con-
sequently the evaluation results) are to be structured on the basis of Security
Functional Components. These ca. 180 functional components are grouped into
76 Families, which are further grouped into 9 classes. Dependencies between func-
tional components are listed in the components definitions.

Pseudonymity (FPR-PSE) is a family in the the class Privacy (FPR). Its compo-
nent Reversible Pseudonymity (FPR_PSE.2) has a linkage to pseudonymous audit:
it specifies, that aliases for user identities are provided and that only under cer-
tain conditions (to be defined before the evaluation) an authorised administrator
can determine the user identity from the alias. So there is a partial coverage for
pseudonymous audit, but the protection of user identifying data besides the user
identities (cf. 3.3) is not covered.

The class Security Audit (FAU) consists of twelve families. Pseudonymous audit
should be covered by those families, which specify requirements for the the gene-
ration and analysis of audit data:

® Security Audit Data Generation (FAU_GEN);
® Profile-Based Anomaly Detection (FAU_PAD);
® Penetration Identification Tools (FAU_PIT);

® Security Audit Analysis (FAU_SAA);

® Security Audit Review (FAU_SAR).

No component of these families considers pseudonymous audit or contains any
declaration of dependencies to the Pseudonymity components. Only audit based
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