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What does information
security mean to you?

(D Start presenting to display the poll results on this slide.
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Privacy vs. Security

= Collection of personal
information

Security

* LUsing and disclosing personal
information in authorised
manner

Confidentiality:
data being stored is
safe from unauthorised
access and use

Protection of
personal
information

+ Data quality

* [ntegrity: data is reliable
and accurate

* Access to personal
information

= Availability: data is available for
use when it is needed

Source: davidfroud.com
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CIA vs. Information security?

I. Introduction Security

CONFIDENTIALITY

INFORMATION
SECURITY

3

AVAILABILITY

Source: comtact.co.uk
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Cyber vs. Information vs. IT Security

Cyber Information

Security Security

Source: businessbeam.com
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business System

From IT security to an Information security management system

Information

security
management

Processes and procedures system

for putting information ‘
security into practice

Informatior

Organizational and technical

measures — not limited to IT securi ty A PDCA cycle of implementing,
executing, monitoring, checking,
anagement maintaining and improving the

Technical security information security management

measures nformatio
security

Source: it-pillars.com
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II. Information Security Management
System

Governance (Leadership)
Risk Owners
Controls/Asset Managers

Leadership Direction
(onsistency in Taxonomy
Effective Documentation

Compliance
Fepeatable “Proven Process”
Cybersecurity as a Differentiator (Caal)

Workflows
Consistency in Execution

Functional Role Specific

Processes

Source: collidu.com
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ISO/IEC 27001:2013 is the internationally recognised management system
standard for information security.

Security Policy
Compliance @ Organization of Information
I\ - | O

Information Security Aspects Human Resources
of Business Continuity
Management
ation
ana

Security

27001

‘@ Cryptography

@ Physical & Environmen

Security

Operational

Source: caveonix.com
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PDCA or Demin circle

urce: glauxsoft.com
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TARE THE

>

OR LOSE THE
CHANCE

16

Source: pngitem.com
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III. Risk Management

Governance, Risk management and Compliance (GRC)

The Three Elements of GRC

Risk
Risk refers to the more
day-to-day, technical
processes that are in place

to mitigate and monitor risk.

Source: secureframe.com
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eLaws
«Statutes
«Regulations

«ISO Continuous
«NIST Improvement

«Organizational
«Information Tech.
«Information Security

«PCl
«Customer Contracts
«B2B Agreements

«NIST CSF
«ISO
«Organizational

«Administrative Organizatio

«Physical
sTechnical

III. Risk Management

«Tier 1 — Organization
«Tier 2 — Business Lines
«Tier 3 — Assets (e.g., Systems, People) Monitor
U
. ~ Self
External

Systems

Authorization
(NIST RMF, ISO, COBIT)

« Threat Landscape
«Implemented Controls

«Insider Behavioral Analysis E
~
«Systems
« Processes
« Audit Preparation )
. N
«Regulatory Audits

« Standards Audits (e.g., ISO)
« Contractual Audits (e.g., PCIL

eporting| « Customers

~
«Internal

«Regulatory Bodies

Source: aws.amazon.com
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Risk management
Risk is expressed as a combination of the likelihood of an event occurring and
the impact on the business expressed in the equation:

Likelihood X @ —

|

o T S N e

[ Threat | ———® [ “OF — [ Sec |
) e (&) e () = (E

Source: b-advisory.ch
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Risk matrix

A
catastrophic Medium
critical 0 Medium
v
E. moderate 0 Medium
minor 0 Medium
neglectable 0 0 Medium | Medium
rare unlikely  possible  likely certain
Likelihood >

Source: b-advisory.ch
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Source: b-advisory.ch

III. Risk Management

Risk matrix with and without measures

Likelihood

21
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Threat + vulnerability = risk
{o
2 %0
Q
&

Risk matrix = probability of occurrence + damage

Wahrscheinlichkeit

Wahrscheinlichkeit
des Schadens

des Schadens

A A
héiufig héufig
gelegentlich gelegentlich
wahr- wahr-
heinlich heinlich
unvorstellbal Schweregrad unvorstellbai & Schweregrad
des §chadens des §chadens

>

gering emst kritisch katastrophal gering emst kritisch katastrophal
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IS0 31000:2018 — provides principles and generic guidelines on managing
risks faced by organizations

Risk management process
A 4
_ .| 2.Establishing the R
- context -
g i' Ei;k_a.\;e:s;ﬁ:;?i' _____ - _i
3 I .
5 L~ 3.Risk LI
g |'!'7] identification g ]
g | ' &
= I v ' =
g ]! | 8
S [€T>| 4.Risk analysis —> %“
k=1 1 -
gl N E:
- :
E : A4 : E°
§ [ 5-Riskevaluation [e1>]
S| :
in T [N S A
v
€—> 6. Risk treatment >

Source: ISO.org
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ISO/IEC 27005:2018 - provides guidelines and techniques for managing
information security risks

Risk management process

CONTEXT ESTABLISHMENT

| RISK ASSESSMENT

I
i :RISKANALYSIS
I

RISK IDENTIFICATION

RISK ESTIMATION

RISK EVALUATION

RISK TREATMENT

RISK DECISION POINT 2
Treatment satisfactory

RISK ACCEPTANCE

Source: ISO.org
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ISO 31000:2018 ISO/IEC 27005:2018

\ 4
. s CONTEXT ESTABLISHMENT
_ .| 2.FEstablishingthe | _
context |
RISK ASSESSMENT
r
e -= I RISK ANALYSIS
5 1| Risk assessment | :
=1 ! L 4 I ; RISK IDENTIFICATION
S L. 3.Risk N S !
= > . . . 2 & : 2
Z [ identification i = z l S
8 | ! & E : RISK ESTIMATION Y
L= I v | = 3] ' a)
5| | 8 : IS %
ra l b L] L] L L b 3
g >  4.Risk analysis —> °E" 2 0
E= [ , ! 5 RISK EVALUATION 7
8 ! I = e 2
g ! W I g 5 5
| I b= . RISK DECISION POINT 1 g
< . . [ ‘
E : >1 5.Risk evaluation kg ~ Assessment satisfactory ‘%
S| : x
. 1
— [P PP
v RISK TREATMENT
€—>| 6.Risk treatment [€—>
RISK DECISION POINT 2
R Treatment satisfactory
RISK ACCEPTANCE

END OF FIRST OR SUBSEQUENT ITERATIONS

Source: ISO.org
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Risk treatment options

1. Avoidance You can choose not to take on the risk by avoiding the actions
that cause the risk.

2. Reduction You can take mitigation actions that reduce the risk. For example,
wearing a life jacket when you swim.

3. Transfer You can transfer all or part of the risk to a third party. The two main
types of transfer are insurance and a company may choose to transfer a
collection of project risks by outsourcing the project.

4. Acceptance Risk acceptance, also known as risk retention, is choosing to face
a risk. In general, it is impossible to pro enjoy an active life without choosing to
take on risk.

=> Residual risk v/




mobile N\
busm_e:ss:

I. Information Security

II. Information Security Management System
III. Risk Management

IV. Incident Management

V. Business Continuity & Incident Management
VI. Information Security Measurement

VII. Further Information Security processes
VIII.Literature

Agenda

27




mobile N\
busm_e_ss_

Within the company
= / department

PR
-
.
— = ot
\a = -
Event / - ‘
e . / .
Ereignis _ =" W Incident
— - =
, .-
" )

Line function / normal organization

.........................................................

-

IV. Incident Management

, Emergency or crisis team / b |
: special organization "
: W Disaster

\“
, -
' 4

Outside the company /
department sosep

Source: iugitas.eu
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Incident Management Steps

Step 1 Step 2 Step 3 Step 4 Step 5 Step 6 Step 7
Detection Response  Mitigation ~ Reporting Recovery Remediation —Lessons
Learnt

........... [ e e nooccoscood ) srarsrnsnsafp Tt I

Source: getinfoseccertified.com 29
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Incident Response Timeline

Days Days Days
Occurrence to Discovery Discovery to Contamment Time 1o Complete Forensic Discovery to Notification
Investigation

OCCURRENCE DISCOVERY NOTIFICATION
| FORENSIC
INVESTIGATION

!
CONTAINMENT COMPLETE

Source: paymentsjournal.com
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World's Biggest Data Breaches & Hacks

Selected events over 30,000 records
search.
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V. Business Continuity Management

'ce: bankingclub.ae
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hiisiness

¢ Build systems to support business
processes based on the BIA.

¢ Document steps to recover
systems in a prioritized manner.

¢ Understand the requirements to
connect to vendor systems.

N

V. Business Continuity Management

¢ |[dentify the types of events
that require emergency
preparedness planning.

¢ Determine steps to maintain
operations with fewer resources.

¢ Understand and document
current reliance on vendors.

\,

Business
impact
analysis

¢ Capture the specific business
processes of each department.
¢ [dentify the personnel necessary
to support each process.
¢ Determine what technology
is needed and how quickly
it is needed.

Source: crowe.com

Disast Business E
re'sgvet:; continuity pr::)‘;:ggzgs : Plan
esting
plan plan ol
®

[« Establish how each business
process is performed while
IT systems are down.

¢ |dentify the people and vendors
needed to support each process.
¢ Determine what equipment is needed
| to perform various job functions.

\

¢ Test the disaster recovery, business
continuity, and emergency
preparedness plans with key
stakeholders and employees.

¢ Update documentation based
on results of testing.

34
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business V- Business Continuity Management
H N |

IS0 22301:2019 - specifies requirements to plan, establish, implement,

operate, monitor, review, maintain and continually improve a

documented management system to protect against, reduce the likelihood

of occurrence, prepare for, respond to, and recover from disruptive incidents

when they arise

Continual improvement of business continuity
management system (BCMS)

- Establish ‘
Interested ian) Interested
parties parties

BCM process

Source: ISO.org

Maintain and Implement
improve and operate
(Act) (Do)
Requirements
for business Ejgiggg
continuity Monitor and continuity

=

review
{Check)

=
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business usiness Continuity Manageme
| I | |
Recovery Point Objective (RPO) describes the interval of time that might pass

during a disruption before the quantity of data lost during that period exceeds
the Business Continuity Plan’s maximum allowable threshold or "tolerance”.

The Recovery Time Objective (RTO) is the duration of time and a service level
within which a business process must be restored after a disaster in order to
avoid unacceptable consequences associated with a break in continuity. In other
words, the RTO is the answer to the question: "How much time did it take to
recover after notification of business process disruption?”

RPO and RTO explained

Disaster

hits

RECOVERY POINT OBJECTIVE (RPO) + RECOVERY TIME OBJECTIVE (RTO)

? ? ? Time

! Lost data ! Downtime !

Source: msp360.com 36




mobile N\

busin_e_ss_

Defining RTO, RPO and MTPOD
_* Disaster

Step 3 .

Step 2

Business
Resumption | otep 1

Last consistent backup

-

1
1
1 i
1L i
1 L
1 i
1 i
i

f l Period with data loss »

Period in which applications are not available

F 3

RPO
Recovery Point
Objective
{in hours)

(in hours)

b J

RTO

A J

MTPOD
Maximum Tolerable
Period Of Down time
{inhours)

MTPOD

is the maximum is defined as the length of is defined as the “duration after which an
acceptable level of | time that a business process ganization's viability will be irrevocably threatened
data loss following | could be unavailable before prnduct and service delivery cannot be resumed.”.

an unplanned the business unit’s
“avent”, operations are significantly
impaired.

MTPOD can be calculated on the following factors:

> The maximum time period after the start of a disruption within which each activity needs to be resumed
> The maximum level at which at which each activity needs to be performed after resumption
he length of time within which normal level of operation need to be resumed

V. Business Continuity Management

Time

Source: bcmpedia.org
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Information Security Measurement

“If you can’t
measure it,
you can’t

manage it”

Peter Drucker
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Key Performance Indicator (KPI)

7P il

STRATEGY PERFORMANCE OPTIMIZATION SUCCESS

KEY PERFORMANCE INDICATOR

MEASUREMENT EVALUATION OBJECTIVE TEST

@ 8 o

ource: adbox24.de
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Difference between a metric and an indicator

o A key performance indicator is used to measure performance and
success.

o A metric is nothing more than a number within a KPI that helps track
performance and progress.

KPI - Growth

|

AR A

Metric - Track

o wl |

Source: agencyanalytics.com 41
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Maturity
Level

05

Maturity
Level

04

Maturity
Level

03

Maturity
Level

02

Maturity
Level

01

VI. Information Security Measurement

Optimizing
Stable and flexible processes. The company is
focused on continuous improvement and is able to

pivot and respond to opportunities and threats.

Quantitatively Managed

with a focus on quantitative performance improvement goals
that align with stakeholder interests.

Measured and controlled processes, Company is data-driven W

Defined

Proactive, rather than reactive processes. Company-wide
standards provide clear guidance across projects, programs, and
departments,

Managed

Managed processes at the project level. Projects are planned, performed,

measured, and controlled. ‘ :

Initial
Unpredictable and reactive processes. Work gets completed but is often
delivered late and/or over budget

Source: delapcpa.com
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business processes

Identity and Access Management
Information Classification Management
Protection Requirements

Password Management

Supply Chain Management

Software Asset Management

Patch and Vulnerability Management
Audits and Penetration Testing
Logging and Monitoring
Cryptography

Awareness

Application Security

Cloud Security

Physical Security

Endpoint Security

0O 0O O o o o o o o o o o o o o




mobile N\
busm_e:ss:

I. Information Security

II. Information Security Management System
III. Risk Management

V. Incident Management

V. Business Continuity Management

VI. Information Security Measurement

VII. Further Information Security processes
VIII.Literature

Agenda

46




mobile VIIL Literature
business -
| I | |
Management of Information Security, M. E. Whitman, H. J. Mattord
Guide to Disaster Recovery, M. Erbschilde
Guide to Network Defense and Countermeasures, G. Holden
Real Digital Forensics: Computer Security and Incident Response, 1/e; Keith
J. Jones, Richard Bejtlich, Curtis W. Rose
Computer Security: Art and Science, Matt Bishop (ISBN: 0-201-44099-7),

Addison-Wesley 2003
o Security in Computing, 2nd Edition, Charles P. Pfleeger, Prentice Hall

O O O O

O

47




mobile N\
business

Source: dragonflytraining.wordpress.com

Thank you for your attention

48




iyl
¥ EG
Ehga >‘ ) ) 13
kd§. "E“ T
[LH gl T
I]l ‘ w“l gi “’H‘ e \' Hl s' 1-,|LJ- .

Chair of Mobile Business & Multilateral Security

Michael Schmid

Goethe University Frankfurt

E-Mail: michael.schmid@m-chair.de
WWW: www.m-chair.de

UNIVERSITAT

FRANKFURT AM MAIN



mobile N\
business

Backup
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Security Management, what is Security Management?

To understand the main purpose of Security Management we need to look at
both Security and Management in their individual roles and current descriptive
meanings in the industries of today.

Security

Security of today is very different from what it was perceived at the turn of the
20th Century. Security is constantly evolving to meet the requirement of
tackling the ever evolving ‘Threat’ and the needs of the organisation.
It is not only for the purposes of the commercial industry as it also interacts
with the public on a daily basis.




mobile N\

business I. Introduction Security Management

Management

The word Manage comes from the Italian maneggiare [maned'dZa:re] (to
handle, especially tools), which derives from the Latin word manus (hand). The
French word ménagement [mena3md] influenced the development in meaning
of the English word management in the 17th and 18th centuries.

Management is @ word commonly used to describe a position of responsibility in
the Business, Political, Cultural or Social industries.

There are various definitions of management, yet the industry standard is
simply defined as a process of getting the task completed efficiently with
and through other people in accordance with the organisations policies and
objectives.
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What is the main purpose of Security Management?

One of the main tasks to be completed upon appointment is to carry out a full
risk assessment of the threat the organisation is exposed to. This includes
the following:

©)

Internal practices & procedures — This includes examining the organisations
activities from recruitment to how the organisations records are kept in
compliance with the new GDPR regulations, as well as how it conducts its
day to day business.

Physical risks to premises — Conducted by assessing the plans for the
premises and evaluating the points of entry, not just the normal entrance
points but those subject to risk to be entered through illegally i.e. a ground
floor window.

External risks — There are wide ranging factors involved when assessing the
external risks. The location, building, current criminal activities within the
area as well as the surrounding environment and accessibility of the
location.
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II. Information Security Management
System

A gap analysis helps determine the steps required to reach your ideal cyber

security posture.

Security posture

Cyber security gap analysis

Ideal
state

. Current
wwss—" djrection

Source: csisgroup.com

Time
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Regulatory requirements in Germany that enforce security management

o Critical Information Infrastructures Protection (CI(I)P) discover key issues,
developments, and trends in order to make recommendations about strategy
making in the field of CIIP.

Protection Principles

. . . Identify areas Cl, etc.)
National Security Strategies and principles, such as adopting all-hazards approaches

& risk pradigm, enhancing resilience, etc.
Cntlcal Critical National '
Infi " t Information Information
Nirastructures \ Infrastructures Infrastructures Prote Ctl on P Oll cies

. Identify the Cls to be protected (key resources, critical infra-
CIP Stategies structure sectors) and how to protect them (enhance resilience,
address Interdependencles, etc.)

Identify common goals:

haring, risk
Sector-Specific Plans managemsnt frameworks, sarly warning, idemiﬁeeﬁo; of Cl
and interdependencies

CIP CliP Cybersecurity

Source: springer.com
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German IT Security Law "1.0"

o Amending act, no codification of IT security

o Entered into force on 25th July 2015

o Amended various existing laws:

o Act on the Federal Office for Information Security (BSIG)
o Atomic Energy Act (EnWG)

o Telemedia Act (TMG)

o Telecommunications Act (TKG)

o Act on the Federal Criminal Police Office (BKAG)

o Mostly referring on the protection of Critical Infrastructures, but also
including a general extension of power of the BSI according to Sec. 7 BSIG
(warnings), Sec. 7a BSIG (examination of IT security)

o Concretization of the scope of application through the BSI-Kritis Regulation,
referring to Critical Infrastructures which are defined by certain thresholds in
numbers: Energy, Health, ICT, Transport&Traffic, Media, Water,
Finance&Insurance, Food, State&Administration
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III. Risk Management

Schwach-
stelle

B

Bedrohung

Risiko
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|
| | | |

N Elntrittswahr- ‘:r'ull oder teilweise
Das Risiko s N libertragen:
. scheinlichkeit ,
beibehalten, e Versicherung,
konsequente 8 Vertrige,

ke Risi :
Uberwachung :i::uzII: ::: Partnerschaft/ Joint
Venture

Aktivitdten
stoppen, die das
Risiko triggern
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business V. Business Continuity Management

Business Impact Analysis (BIA)

A BIA is a process that allows us to identify critical business functions and
predict the consequences a disruption of one of those functions would have. It
also allows us to gather information needed to develop recovery strategies and
limit the potential loss.

Completing a BIA will assess the risks of a disaster on the organization. It will
allow for each department within your organization to explain and discuss how
an unexpected event would affect their business function. This will then help
your organization prioritize specific functions through the use of Recovery Point
Obijectives (RPO) and Recovery Time Objectives (RTO).
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business VI. Information Security Measurement

Defining ROI and ROSI

Return On Investment (ROI) is a profitability ratio for a specific investment. It
helps you determine whether you should make a purchase or skip it, or how a
particular investment has performed to date. The simplest way to calculate ROI
is to quantify some kind of “return” or “benefit” and divide it by the

“investment” or “cost”:

@ Return (Benefit)

Source: computerweekly.com

Investment (Cost)

— ROI
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business VI. Information Security Measurement

Defining ROI and ROSI

Return On Security Investment (ROSI) means that by looking at all costs
(including those caused by damage from an attack) it can be shown whether
and when an investment in information security measures leads to a return on
investment or not.

ROS I 0 ALE * Mitigation Ratio - Cost of Solution
(%) —
Quantitative Risk
ula

Cost of Solution

Assessment Form

Annualized Loss Expectancy (ALE) =
Single Loss Expectancy (SLE) by the Annualized Rate of Occurrence (ARO)

ALE — SLE ~ ARO

61

Source: computerweekly.com
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